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Type http://portal.eucom.mil/eucom_owa.asp in the address location in your internet browser or go to http://portal.eucom.mil and select the CAC-OWA button on the left margin, and hit enter.
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Smart Card Logon
If you are going to use Outlook Web Access (OWA) with SmartCard Logon, you must successfully achieve these steps.

1. Acquire and install a SmartCard reader and install appropriate drivers

2. Install DoD root certificates

3. Install ActivClient 6.1 middleware

4. Configure OWA to read signed and encrypted e-mails.

It is important to note that this configuration has only been tested using Internet Explorer versions 6 and 7.

Step 1—

Ensure that you have an operational card reader installed on your local machine.

Most computers running Windows XP or higher will be able to locate the drivers for USB SmartCard readers.  You can ensure that the drivers have been installed by browsing to Device Manager. 
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As you can tell from above, this machine has an installed SmartCard Reader that is operational. 

After you have installed these components you can test to see if the smart card reader and the ActivClient middleware are working correctly by inserting your CAC and double-clicking the [image: image4.png]


 icon on the task bar.  
If it reads your card and gives you the window below, then your CAC reader is properly setup to access OWA. 
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Step 2—

Next you must install the DoD root certificates onto the workstation. 

· Unzip the ActivClientCAC_DoDRoot.zip (available at http://portal.eucom.mil/eucom_owa.asp)
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· Double click on ( InstallRoot v2.22A.exe). 

When the program runs, it will look like the following picture.  Press the Enter key to close the window.  All of the certificates that you will need have now been installed onto your machine. 
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Step 3—
· Open the ActivClientCAC_DoDRoot.zip (available at http://portal.eucom.mil/eucom_owa.asp)

*You MUST unzip the file for the install to work. 

(You cannot open the zip file and run it from inside)

To do this Right click on ActivClientCAC_DoDRoot.zip and select “Extract All”

Click “Next” and then choose “C:\temp” as the directory.
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· The first window will Appear showing Microsoft Visual C++ Redistributable Installing
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· When this is finished another window will appear showing AcitveClient 6.1 x86
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· When the install completes this window will disappear.
Active Client 6.1 is now ready!
Step 4—
Configure Outlook Web access to read signed and encrypted email:

· From http://portal.eucom.mil/eucom_owa.asp select Logon to OWA (Mailbox)
· You will see the Choose a digital certificate box.
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(A good way to remember to choose the EMAIL certificate  is to remember that you are attempting to access EMAIL  You may have to click View Certificate to determine which one is the e-mail certificate.)

· Choose your EMAIL Certificate and select OK.
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· When prompted, enter your PIN and click OK.
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· On the left side of the screen at the bottom find the Options button and click on it.
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· Scroll down until you find the section titled E-mail Security. 

· Click the button that says Download.
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· You may see a message asking if you want to Run or Save the program. Click the Run option.
· When the program finishes there will be two check boxes visible that were not visible before.  Do NOT set the check boxes. 
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· You are now configured to read digitally signed and encrypted e-mails

When you have finished reading and composing emails, remember to choose Log Off in the top right corner to end your session.
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