OWA S/MIME Encryption Enablement

Problem: Using Internet Explorer with S/MIME installed, the “send” button on new emails does not
function.

Resolution: The procedures below will guideyou in configuring Internet Explorer to support message
signing, encryption and will fix the “Send Button” problem.

* Note: S/MIME is a 32bit application. You MUST launch the 32bit version of Internet Explorer.

1) Locate the 32bit version of Internet Explorer (C:\Program Files (x86)\Internet Explorer)
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2) From the “Gear” at the topright of Internet Explorer, ensurethat ActiveX Filteringis NOT checked.
If enabled, acheck mark will be visible next to ActiveX Filtering.

- O X
D~ Lt
Print ] |
File »
Zoom (100%) > N
Safety -] Delete browsing history... Ctrl+Shift+Del
Dpenwith Macrasoft Edge Ctrl+Shift+E R SEaiies
Turn on Tracking Protection
Add site to Apps Turn on Do Mot Track requests
View downloads Ctrl+)

ActiveX Filtering

Manage add-ons Webpage privacy report...
F12 Developer Tools
Go to pinned sites Check this website

s s Turn off Windows Defender SmartScreen...

Report unsafe website
Internet options r —

About Internet Bxplorer
ar




3) From the “Tools” menu, select Internet Options
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4) From the “Security” tab, click “Sites”
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5) Addthe OWA URL -> https://web-eurd01.mail.mil
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6) Closeandre-open Internet Explorerand browse to OWA

7) Use yourPIV cert to authenticate (itisthe cert with the extra4 digits)

Windows Security =

Select a Certificate

Site web-eurd(1.mail.mil needs your credentials:

I o2
;

lssuer: DOD 1D CA-52

Valid From: 6/3/2019 to 5/26/2022

Click here to view certificate properties

Maore choices

&
lssuer: DOD EMAIL CA-52

Valid From: 6/3/2019 to 5/26/2022

QK Cancel




8) Onceloggedinto OWA, select “See All Options” from the top right menu
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9) Select “Settings”, then “S/MIME”. Download andinstall the S/MIME control, then, re-launch
Internet Explorer. If yourscreenlooks likethe screenshot below, you’re good to go.
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10) Signingand encryption buttons should now be visible when creatinganew email
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If successful, youwill see a “Sending” message when you hit the send button
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<<End of Instructions>>



